
1

Start vandaag nog met 
microsegmentatie!

Robert Cranendonk



2

Start with micro segmentation 
today!
Robert Cranendonk

VCF TechCon 2025



3

Robert Cranendonk MSc.

Since 1990

From 2015 working with NSX

2024 MSc. Cyber Security Engineering

IT Consultant @

Broadcom Knight, vExpert

significant-bit.com



4

Terminology

• Zero Trust
• “All devices and network flows are not trusted by default”

• Micro Segmentation
• “Logically divide the data center into distinct security segments down to 

the individual workload level”

• North-South traffic
• “Traffic going in and out of the NSX fabric”

• “Physical to virtual”

• East-West traffic
• “Traffic within the NSX fabric”
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Misconceptions

• Microseg = Microseg?
• Application Centric Security

• Need to know all flows

• All or nothing

• Big bang, big problems!

• Physical workloads are a problem
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Application Ring Fencing Micro Segmentation

Filtering only on Application
group as a whole

Rules apply to ALL VMs in app

Intra-app traffic default allowed

Filtering on Tier or individual VM

Rules only apply to Tier or VM

Intra-app traffic not default allowed
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Rule Evaluation

Rule evaluation stops at the first hit
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Jump-to-application skips the remainder and goes to the top of the 
‘Application’ section and continues from there

Image source: Broadcom

Rule Evaluation
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Filter Direction

Image source: Broadcom
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Overall concept

• VM identification agnostic to underlying network
• Tags & Security Groups

• Security “onion” (next slide)
• Layers
• Datacenter hierarchy

• Allow some stuff – deny the rest
• Easier troubleshooting
• No need for be-all, end-all any-any-deny (but recommended!)

• Build outside-in
• Shared services -> environments -> applications -> (tiers?)



11

Security Onion

Region

Zone

Environment

Application

Tier
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Security Onion

EU

Bunnik

Prod

Wordpress

MySQL

All VMs located in Bunnik, in the EU
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Security Onion

All Wordpress VMs in production

EU

Bunnik

Prod

Wordpress

MySQL
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Security Onion

VMs running MySQL in the Wordpress 
app in production, located in Bunnik in 
the EU region

EU

Bunnik

Prod

Wordpress

MySQL
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Security Onion

All VMs running MySQL for Wordpress

EU

Bunnik

Prod

Wordpress

MySQL
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region: nam

zone: us-south

environment: dev

mysql

tomcat

nginx

application: jira

postgres

tomcat

nginx

application: confluence

environment: prod

oracle

tomcat

nginx

application: confluence

zone: us-west

environment: prod

cassandra

jboss

apache

application: workday

Image source: Broadcom

Datacenter Hierarchy
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Step 1: Tag, Tag, Tag

• Know thyself! Or... your environment. (know thyronment? Thyvironment?)

• All VMs need to be tagged
• One tag per category

• It depends:
• Manual

• Existing tags, CMDB

• Algorithmically
• Naming convention, folders

• Magically
• K-nearest Neighbours, flow analysis
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Step 2: shared services

• Examples?

• DNS, NTP, AD, Monitoring, XDR, Repo, etc.

• Broad rules, generic access

• Initial set of rules for each new VM
• Even without tags!
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From this:
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To this:
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Rules

From To Service Action

Any SG_Infra_NTP NTP Allow

Any SG_Infra_NTP NTP Drop

Any SG_Infra_DNS DNS Allow

Any SG_Infra_DNS DNS Drop

SG_Windows SG_Infra_AD SS_LDAPS Allow

SG_Windows SG_Infra_AD SS_LDAPS Drop

Security Set containing services related to ADSecurity Group containing all Windows VMs

INFRASTRUCTURE ENVIRONMENT APPLICATION
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Step 3: Environments

• Create a security matrix like so

From\To Dev Prod HighSec

Dev Allow Allow Allow

Prod Allow Allow Allow

HighSec Allow Allow Allow
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Environment Pair From To Service Action

Dev  Dev
Dev Dev Any Allow

Prod  Prod
Prod Prod Any Allow

HighSec  HighSec
HighSec HighSec Any Allow

INFRASTRUCTURE ENVIRONMENT APPLICATION
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• Lock down environment transitions

From\To Dev Prod HighSec

Dev Allow Drop Drop

Prod Drop Allow Drop

HighSec Drop Drop Allow
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Environment Pair From To Service Action

Dev  Dev
Dev Dev Any Allow

Dev  Prod
Dev Prod Any Drop

Dev  HighSec
Dev HighSec Any Drop

INFRASTRUCTURE ENVIRONMENT APPLICATION
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• Allow for reality

From\To Dev Prod HighSec

Dev Allow Drop with Exceptions Drop

Prod Drop with Exceptions Allow Drop with Exceptions

HighSec Drop Drop with Exceptions Allow
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Environment Pair From To Service Action

Dev  Dev
Dev Dev Any Allow

Dev  Prod Dev-AppA Prod-DatabaseX Any Allow

Dev Prod Any Drop

Dev  HighSec
Dev HighSec Any Drop

INFRASTRUCTURE ENVIRONMENT APPLICATION
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• Prepare for step 3: Application security

From\To Dev Prod HighSec

Dev Jump to Application Drop with Exceptions Drop

Prod Drop with Exceptions Jump to Application Drop with Exceptions

HighSec Drop Drop with Exceptions Jump to Application
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Environment Pair From To Service Action

Dev  Dev
Dev Dev Any Jump to Application

Dev  Prod Dev-AppA Prod-DatabaseX Any Jump to Application

Dev Prod Any Drop

Dev  HighSec
Dev HighSec Any Drop

INFRASTRUCTURE ENVIRONMENT APPLICATION
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Step 4: Applications

• Reminder: 
Jump to Application = skip current category, start atop Application

• Reminder:
Strategy – Application ring fencing or micro segmentation?

• Key point: monitor before lockdown
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Application ring fencing

Application From To Service Action

EU_Bunnik_Dev_Wordpress Applied to: EU_Bunnik_Dev_Wordpress

Wordpress_Consumers Any HTTPS Allow

Database_Consumers Any MySQL Allow

EU_Bunnik_Dev_Wordpress Any Any Allow

Any Any Any Drop

INFRASTRUCTURE ENVIRONMENT APPLICATION

EU_Bunnik_Dev_AppX

EU_Bunnik_Dev_AppY

Note the ‘Applied to’!
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Application From To Service Action

EU_Bunnik_Dev_Wordpress Applied to: EU_Bunnik_Dev_Wordpress

Any Nginx HTTPS Allow

Nginx Apache HTTPS Allow

Apache MySQL MySQL Allow

Any Any Any Drop

INFRASTRUCTURE ENVIRONMENT APPLICATION

Full group name: EU_Bunnik_Dev_Wordpress_Nginx

Micro segmentation
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Application From To Service Action

EU_Bunnik_Dev_Wordpress Applied to: EU_Bunnik_Dev_Wordpress

Any Nginx HTTPS Allow

Nginx Apache HTTPS Allow

Apache MySQL MySQL Allow

Any Any Any Allow & Log

INFRASTRUCTURE ENVIRONMENT APPLICATION

Logging & Learning

After learning: Drop & Log!
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More about logging & learning

• Exposes all flows

• Trigger alerts on hit:
• It means bona fide traffic that must be allowed

• It means malicious traffic that must be investigated

ESXi host Action Source IP/Port -> Dest IP/Port Label
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Customer Challenges Security Journey

Security Journey with Security Services Platform

How can I do it 

safely and 

quickly?

New

Where should I 

start?

Built into vDefend – Enables Rapid Self-deployment

vDefend Console

Automated on 

a per-application basis

Based on learning 

from multiple customers

Stage 4:

Application-level 

Isolation

SSP 5.1

Automated 

infrastructure security

Provide immediate 

security benefits

SSP 5.1

Stage 2: 

Infrastructure Services 

Protection

What is my 

current security 

posture?

How can I 

secure so many 

applications?

Stage 3: 

Environment-level 

Protection

Understand the 

current security posture

SSP 5.0

Deploy Security 

Intelligence

Stage 1:

Security 

Assessment

Isolation without need for 

deep application 

knowledge

Define global rules and 

manage exceptions

SSP 5.1

Stage 3: 

Environment-level 

Protection

Slide courtesy of Broadcom
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Slide courtesy of Broadcom
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Slide courtesy of Broadcom
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Slide courtesy of Broadcom
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Slide courtesy of Broadcom



40

Robert’s tips for success

• Define your end goal:
• Microseg, App Centric, something else?
• Any-any deny at the end or no?

• Go step-by-step
• You cannot do this quickly, it takes time

• Focus! Get a project owner

• Shared services first, high risk next

• All VMs need tags - one tag per category max!
• VM that serves multiple? Give it the most-secure tag
• Example: VM serves dev & prod? Then tag as prod
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So, get started today... How?

• Tag your environment!
• Create an export
• Give each VM a home
• Work together with application owners

• Define your shared services
• What applies to for all VMs?
• Which services are needed regardless of application?

• Minimum of tools needed:
• vDefend
• Syslog
• Excel (probably)
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Start vandaag nog met 
microsegmentatie!

Robert Cranendonk
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Start vandaag nog met 
microsegmentatie!

Robert Cranendonk



44

Extra
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vDefend Security Policies Across Multi-Tenancy Scope
Distributed Firewall Rules Precedence

DFW Security policies are defined 

at the multi-tenancy space (Default 

Project, NSX Project, and VPC) by 

respective user personas

Default Project and NSX Project 

user-defined security policies get 

enforced before the VPC security 

policies

Default Project and NSX Project 

system-defined (default) security 

policies get enforced after the VPC 

security policies

VPC policies by default are hidden 

in the Project view, but can be 

shown if desired

NSX Project

Precedence

High

Low

User-defined Rules 

User-defined Rules 

User-defined Rules 

VPC System-defined Rules (VPC 1.0/NSX 4) 

System-defined Rules 

System-defined Rules 

VPC

Default Project Enterprise Admin

Project Admin

VPC Admin

Slide courtesy of Broadcom
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vDefend Self-Service Security
Persona-specific capabilities with CTGW connectivity

Provider Admin:

• Gateway Firewall on A/S Tier-0 

• NSX Project system-defined DFW 

Policy (on/off)

• Default Project’ DFW Policy

• Resource share with Projects

Tenant Admin

• Project DFW Policy

• Project Distributed IDS/IPS

• Project-level Groups, Tags, Services, 

and Profiles definition

• Resources share with VPCs

Cloud User

• VPC Groups definition

• VPC E-W Firewall

• VPC N-S Firewall

CTGWNSX 

Project

Provider GW

(Tier-0)

PrivatePublic

Provider Admin

(Network and

Security Admin)

Tenant Admin

(Project admin)

TransitPrivate

Cloud User

(VPC Admin)

Slide courtesy of Broadcom
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vDefend Firewall Multi Tenant Logging
Logs segregation for Projects and VPCs

NSX Project and VPC unique Short 

Log Identifiers

Appended to the DFW and GFW 

rules with logging enabled

Easy logs filtering for a specific 

Project and VPC workload

Set at the creation time and can’t 

be changed later

If not specified, a system one is 

generated

Rule-level log labels are also 

appended to the firewall logs

Slide courtesy of Broadcom
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